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From Conmander, Naval Supply Systens Command

Subj: NAVAL SUPPLY SYSTEMS COMMAND ENCRYPTI ON AND PUBLI C KEY
| NFRASTRUCTURE (PKI) POLICY FOR SENSI TI VE BUT
UNCLASSI FI ED (SBU) SYSTEMS

Ref : (a) NAVSUP Itr 5239 63D of 16 Jan 98
(b) DOD Meno of 16 Aug 98 ( NOTAL)

Encl: (1) INFOSEC Policy and Procedures for SBU Data
Transmtted Via the |Internet
(2) Definition of Terns

1. Wth the increased availability of Web browsers, many NAVSUP
busi ness managers are Wb-enabling their SBU data applications
to conduct business via the Internet. Reference (a) sets forth
NAVSUP | nf ormati on Systens Security (I NFOSEC) requirenents for
protection of Wb sites. This letter forwards the | NFOSEC
policy and procedures for protecting SBU data being transmtted
via the Internet.

2. NAVSUP | NFOSEC requirenents for protecting the data, i.e.
encrypting the data during transm ssion and aut henticating the
user by issuing digital certificates via a PKI, are attached as
enclosure (1). Al NAVSUP busi ness managers of Wb-enabl ed
applications processing SBU data via the Internet shall conply
wth these requirenents. Enclosure (2) is provided for the
under standing of architectural terns and governnent standards.

3. The NAVSUP | NFOSEC Program O fice is coordinating a parallel
DOD PKI effort, as outlined in reference (b), and is taking the
necessary steps to mgrate the current architecture to the DOD

PKI, when appropriate.

4. NAVSUP poi nt of contact is Charlene F. Tallman, SUP 63D, at
717-605-1432 (DSN 430).

/sl J.D. FINCH
By direction
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| NFOSEC Pol i cy and Procedures for SBU Data Transmitted Via the
| nt er net

Ref:  (a) DODINST 5200.40 of 30 Dec 97

1. The NAVSUP | NFOSEC Program Ofice has joined efforts with
the Naval Sea and Air Systens Conmands in a one-year Navy
Acquisition PKI Pilot. The Navy Acquisition PKlI Pil ot
architecture encrypts the data during transm ssion so the data
cannot be seen in the clear and issues digital certificates, via
a PKI, to authenticate the user ensuring only subscribers with a
need-t o- know have access to the data. This architecture
conplies with the required FIPS 140-1 encryption and X 509
Version 3 certificate governnent standards.

2. The Certificate Practice Statenent for the Navy Acquisition
PKI Pilot identifies policy and guidelines. This policy can be
found at Uni form Resource Locator (URL) www. pki.navy.ml. It is
the responsibility of each NAVSUP subscri ber and Regi stration
Aut hority (RA) of this architecture to read and conply with its
mandat es.

3. The Navy Acquisition PKI Pilot covers a one-year period

begi nning 30 March 1998, and applies to NAVSUP cl ai mancy, as
well as to all contractors, foreign nationals, and organi zations
supporting NAVSUP SBU application efforts. This date may be
extended if mgration to the DOD PKI does not occur before 30
Mar ch 1999.

4. The foll ow ng paragraphs address NAVSUP-specific PKI policy,
an expl anation of the NAVSUP PKI hierarchy architecture, NAVSUP
resources required to performthe function, and outlines the
process to acquire the secure browser and a digital certificate.
Speci fically,

a. NAVSUP- Specific PKI Policy.

(1) The "owner" of the datal/application is responsible
for determning the data | evel of classification. i.e.,
uncl assified or sensitive but unclassified.

(2) Any NAVSUP Program Manager utilizing the Navy
Acqui sition PKI for his/her SBU application shall accredit
hi s/ her system per reference (a), prior to operation. |If the
systemis not accredited, an InterimAuthority To Operate (IATO
shal |l be issued and provided to the NAVSUP | NFOSEC Pr ogram
Ofice. This I ATO shall allow system operations to continue
while performng the accreditati on process. The | ATO may not
exceed a period of one year.

(3) If the application Wb site provides access to ot her
di spar at e dat abases/ Wb sites behind the Wb site, the Program
Manager shall negotiate a Menorandum of Understanding with the
dat abase/ Wb site owner outlining the I NFOSEC services provided

Encl osure (1)



and negotiate nutually-agreed upon terns and responsibilities.

(4) NAVSUP digital certificate subscriber RA step-by-
step instructions are enclosed as Attachnments (A) and (B)
respectively. These instructions can also be found at URL
www. pki.navy.ml. It is the responsibility of each NAVSUP
subscri ber and RA of this architecture to read and conply with
its mandates. NAVSUP-specific subscriber and RA instructions
fol | ow.

a) Al digital certificate subscribers wll be
responsi bl e for nenorizing and securing their password to their
private key on the digital certificate which, in nost cases,

W ll reside on their hard drive encrypted. |If a hard drive
containing a digital certificate nust be returned, for any
reason to the Information Center, it is the responsibility of
the subscriber to ensure the hard drive is witten over three
times by Norton Uilities, or the like, to mnimze the
possibility of password conprom se.

b) If a subscriber is processing requisitions via
the Internet over $100K, additional security requirenents shal
be required. Contact the NAVSUP | NFOSEC PCC for additi onal
i nformati on.

c) Conpliance with certificate revocation
procedures is required. The procedures are annotated as part of
Attachnments (A) and (B).

d) Conpliance with certificate expiration
procedures is required. The shelf life of a digital certificate
is annotated as a part of Attachnents (A) and (B)

b. The Architecture.

(1) The SBU architecture consists of two pieces: (1)
encrypting the data so it is not seen in the clear and (2)
aut henticating the subscriber via a digital certificate.

a) Data Encryption. The secure version of the
browser client to the Web server automatically provides a secure
sockets |l ayer (SSL) encrypting the data. Federal Information
Processing Standards (FIPS) 140-1 is the governnment encryption
standard. Today only Netscape's browser (U S. Security version)
is conpliant. The secure browser nmay be acquired by visiting
URL www. pki . navy. m|.

b) Subscriber Authentication. Today, nost
applications authenticate subscribers via a password and
activity identification code. The state-of-the-art electronic
version of this step is a digital certificate via a PKI. There
are three pieces involved with PKI: (1) the subscriber
requesting a digital certificate, (2) the RA authenticating the
subscriber to the Certificate Authority (CA), and (3) CA issuing



the digital certificate to the subscriber.

1) The Subscriber. The subscriber is a governnent
enpl oyee, or a contractor, or a foreign national, or an
organi zati on supporting the governnent that has a “need to know’
and can prove authenticity to the RA

NAVSUP Resources Required: None.

2) The RA. The Registration Authority is the
person at NAVSUP Headquarters, or the local site, or onboard
ship, to whoma digital certificate has been i ssued AND to whom
a subscriber nust communicate with to obtain authentication.
Wthin the NAVSUP O ai mancy, an already-established
infrastructure wll be used, i.e., a local site's Activity
Approval Authority (AAA). The AAA i.e., RA, wll communicate
W th a subscriber's supervisor, another individual who knows the
subscri ber, or by face-to-face contact, validating the
subscri ber’s authenticity and approving the request for a
digital certificate.

NAVSUP Resources Required: No additional resources are
required. The local infrastructure in place today wll be
utilized.

3) The CA. Wthin the established Navy
Acqui sition PKI architecture hierarchy, the Navy has del egat ed
the capability for each SYSCOM to have their own root CA. Under
NAVSUP' s root CA, NAVSUP is del egating each site a SITE CA
These CAs reside on a certificate server and the CA function is
performed electronically. Wth this architecture, a thread of
trust is established between the Navy CA, the NAVSUPSYSCOM r oot
CA, the SITE CA, and the subscriber via a secure Wb browser.

NAVSUP Resources Required: None required today. For the PK
pilot, CA functions have been out-sourced. As the C ai mancy
becones nore proficient in the applying for, approving of, and
granting thereof of digital certificates, CAs nmay be del egated
to SYSCOM SITE/SH P, i.e., sites will mgrate into this
function.

c. The Process.

(1) After acquiring a FIPS 140-1 conpliant browser, a
subscri ber applies for a digital certificate to access a SBU
application that requires a Navy Acquisition digital
certificate. The subscriber follows the step-by-step subscriber
instructions attached, or |ocated at URL www. pki.navy.ml, to
acquire a digital certificate.

(2) The RA, who already has a digital certificate and is
part of the PKI, is electronically notified of the digital
certificate request via email. The RA follows the step-by-step
Regi stration Authority Instructions attached, or |located at URL



www. pki . navy. m |, validating the subscriber and then approves
the request and forwards it to the CA for issuance.

(3) The CA receives the approval request fromthe site
RA, issues the digital certificate, and emails the subscriber
specific directions on where and how to downl oad the digital
certificate onto his/her hard drive.

(4) For the sailor in port or at sea who nust acquire a
gital certificate, an RA onboard ship shall be designated and
ained to maintain the thread of thrust being established by

di
tr
this hierarchy.



DEFI NI TI ON OF TERMS
FI PS 140- 1:

FI PS (Federal Information Processing Standards) 140-1 designates
a standard entitled "Security Requirenents for Cryptographic
Modules”. It is the set of standards devel oped by the U S
National Institute of Standards and Technol ogy (NIST) to |ay out
requi renents for cryptographic nodules within conputer and

t el econmuni cati on systens.

PKI :

Public Key Infrastructure (PKI) is a systemof digital
certificates, Certificate Authorities (CA), and other
registration authorities that verify and authenticate the
validity of each party involved in an Internet transaction using
key pairs called public-and-private keys.

A digital certificate is a digital docunent that vouches for the
identity and key ownership of an individual, a conputer system
or a server running on that system or an organization.

Personal certificates serve two purposes: (1) they nake a
subscri ber's personal "public key" available to other people and
(2) they "certify" identity of the subscriber.

Certificates are issued by Certificate Authorities (CAs). CAs
are trusted authorities who, via this process, "certify" that
you are. CAs also "certify" that you own a specific public key.
In addition to issuing certificates, CAs can al so revoke
certificates.

SBU:

The Conputer Security Act of 1987 is the Federal docunent that
states Sensitive But Unclassified data (SBU) in federal conputer
systens (including contractor that support governnent
initiatives) will be protected to governnent standards. This
congressional act sanctions FIPS to define requirenents for
automated i nformation systens and establishes these requirenents
as binding on U S. Governnent agenci es.

Encl osure (2)



There are nine categories of SBU which are descri bed bel ow

Dat a Category
Description

Proprietary Data
Trade secrets and comerci al or
Fi nancial information obtained from a
Person and privil eged or
Confidenti al .

For official Use Only
Cat egories of information exenpt from
Public rel ease under the provisions
of the Freedom of Information Act
(FOA). Docunents containing FOA
exenpt information are identified by
the caveat "For official Use Only."

Treaties & International Agreenents
I nformati on which nust be protected
in accordance with the stipul ations
of a particular treaty or
i nternational agreenent such as the
Chem cal Weapons Conpliance Treaty or
North American Free Trade Agreenent.

Technical Mlitary Data
Technical data with mlitary or space
application which may not be exported
lawfully outside the U S. w thout
prior approval, authorization, or
| i cense under the Export Act of 1979
or the Arms Export Control Act.

Export Control Data
Data which is subject to export
controls (international traffic in
arnms regul ation, export control act,
US nmunitions list).

Conpetition Sensitive Data
Dat a associ ated wi th ongoi ng
procurenent of governnent supplies,
services or equipnent to include
contractor bids and proposal s and
associ at ed governnent docunents.



Privacy Act
I nformati on which nust be protected
frompublic rel ease to protect the
privacy of the individual (social
security nunber, investigative data,
payrol |l records, disciplinary
records, etc.).

I nvestigative and Inquiry Data
I nformation associated with or
resulting fromcrimnal, civil
security, inspector general, flight
safety, or other investigations or
i nquiries which nust be protected
frompublic rel ease.

Naval Nucl ear Propul sion I nformation
I nformati on concerning the design
and operation of Naval nucl ear
reactors and associ ated equi pnent
whi ch does not neet the criteria for
cl assification under Executive O der

In the absence of the DOD/ Navy policy nmandating all |ogistical
information is considered SBU, NAVSUP policy states that the
“owner"” of the datal/application determ nes the data
classification and is the responsible party.
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